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Objective & Scope

An internal audit was conducted to assess the Louisiana Office of Student 
Financial Assistance (LOSFA) processes and applicable internal controls 

related to the special programs* administered by the agency. 

• Obtained documented policies and procedures
• Interviewed LOSFA personnel to gain an 

understanding of the applicable processes and 
underlying systems

• Performed walkthroughs of the programs processes 
and the Award System

• Assessed appropriateness of Award System access 
for certain access rights/permissions

• Assessed the audit process for programs, as 
applicable

Overview

The scope 
period included 

in the audit 
was October 1, 
2018 – January 

16, 2019
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* While we performed  process walkthroughs for all special programs,  the primary focus of the audit and observations 
noted in this report was on special programs with the appropriations and/or total payment amounts greater than 
$200,000 in both FY 2017-18 and FY 2018-19 (See Appendix A for detailed listing of special programs).



Observations Summary
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 Based on the results of our special programs preliminary risk assessment and process walkthroughs performed, the focus of this audit was
on the following special programs that we assessed to be material for the purposes of our procedures1: Louisiana GO Grant, TOPS (Taylor
Opportunity Program for Students) TECH Early Start, Strategies to Empower People Program (STEP), and Chafee Education and Training
Voucher Program. The objective of our audit was primarily related to evaluation of the design of controls related to 1) the Award System,
including automation controls and user access to perform certain functions within the system, and 2) manual processes and controls for
special programs.

 During our walkthroughs, we identified certain internal controls designed to mitigate risks associated with processes for administration of
special programs, as follows2:

 System edit or limit controls were in place on certain high risk data fields, commensurate with the rules defined for the associated
special programs. These controls were designed to prevent errors in award determinations and/or payments.

 Where applicable, LOSFA’s Audit Division performed risk-based audits annually, on a sample basis, related to high schools, colleges
and/or proprietary schools. Since eligibility for several special programs is determined by the schools, LOSFA audits also included
assessments of the eligibility determination processes for alignment with the specific program rules. Additionally, where applicable,
the billings and disbursements by the school were reviewed for accuracy on a sample basis. This audit process served as a detective
and corrective control and was designed to reduce the risk of overall overpayments by the program.

 Based on our procedures, one observation was identified and was assessed to be low risk to the agency (See Appendix B for additional
details regarding risk rating definitions). This observation was related to the Award System access and certain instances where users’
access and privileges were not limited based on job responsibilities.

Please note that this Internal Audit of Special Programs and the Internal Audit of TOPS issued in December 2018 were performed
simultaneously, and both included testing of system access relevant to the specific scopes of each audit. Results of testing specific to each
audit are included in the applicable internal audit report.

Please refer to the Results section of this report for additional details.

Footnotes:
1 We assessed materiality as special programs with the appropriations and/or total payment amounts greater than $200,000 in both FY 2017-18 and FY 
2018-19.
2 Tests of operating effectiveness were not performed for each of the controls described.



Results: Award System Access
Observation Risk Root Cause Recommendation Responsible 

Party 
Management
Response

Risk Rating: Low

As per system generated access listings and 
discussions with management, access to the Award 
System is role-based, and users with the access to 
“LOSFA-IT,  “LOSFA-SG”,  and “LOSFA-SGSP” roles 
have access to edit payment amounts for certain 
special programs (See Appendix C). The following 
observations were identified related to user access:

1. The “LOSFA-IT” user role was assigned to three
members of the IT division. While these users have 
responsibility for  the overall system maintenance, 
based on their job responsibilities, they do not 
require access to edit payment amounts. 

2. One individual assigned to the “LOSFA-SG” role
and two individuals assigned the “LOSFA-SGSP” role 
were members of the Scholarship & Grants division 
and as such responsible for administering special 
programs. It was explained to us that there are rare 
instances where users in these roles may need to edit 
certain payment amounts on behalf of the school 
(e.g., to correct errors, when the school is unable to 
make edits, etc.) However, at the time of testing, 
there was no monitoring process in place to ensure 
the accuracy of any adjustments made to payment 
amounts in the system.

* It should be noted that while the system allows edits
to payment amounts by users, for the four special 
programs identified as material, there are system limit 
controls in place for this field that would prevent 
payments over limits set by the program rules (i.e., 
max amount per term per student, annual amount 
max per student, max allocation amount per school, 
etc.). 

-Access by 
unauthorized or 
inappropriate 
parties

-Potential for 
users to make 
unauthorized or 
inappropriate 
changes in the 
system

- Defined 
system roles 
were not in 
alignment with 
job 
responsibilities

1. Related to the “LOSFA-IT” role,
management should consider limiting 
system access to edit special programs
payment fields.

2. Related to the “LOSFA-SG” and “LOSFA-
SGSP” roles, management should consider:

a. If deemed feasible, restrict access to edit
the payment amounts for programs
identified in Appendix C. This would also
require evaluating the system
capabilities to re-route the payment
request back to schools, so that they may
independently make payment edits. For
example, it was explained that the S&G
group has the ability to re-route/adjust
the status of payment requests within
the system, which would then allow
schools to edit the payment amount in
the system. If implemented,
management should also consider 
updating the S&G policies and
procedures to include this practice.

b. In the event this is not feasible,
management should consider working
with the system vendor to implement
system monitoring controls. For
example, management and the system
vendor may evaluate the system
capabilities of generating a report of
payment edits made by LOSFA users.
Management could then establish a
process for performing a periodic review
of payment edits entered into the system
by LOSFA users for appropriateness.

IT 
Management

IT Management agrees
to update the Award
System Special
Programs Payment
Request screens to
disable the Save, Add,
and Delete buttons.

1. The LOSFA-IT role will have
view only capabilities. 

2. The LOSFA-SG and LOSFA-SGSP
roles will have view only except 
for the ability to change the status 
field. A status field change back to 
Pending will allow the colleges to 
modify their payment requests.

Anticipated
Implementation Date:
February 20, 2019
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Appendix A: Special Programs Administered by LOSFA

Footnotes:
1. The TOPS Tech Early Start program was established as part of the TOPS program to provide grants to eligible Louisiana high school students. The figures reported above are total payments made during FY2017-18
and FY2018-19 (as of  December 26, 2018), respectively. 
2. It was explained that the GO Youth ChalleNGe Program was not administered by LOSFA during FY2017-18.  As a result, no funds were appropriated during this timeframe.
3. The BESE Tuition Program for Teachers allows teachers to enroll in courses at Louisiana universities, which is paid for by the state. It was explained that this is a new program as of FY2018-19, and it is administered
by LOSFA on behalf of the Louisiana Department of Education.  It was also explained that the total payments made were $3,334 as of December 2018. 

*NOTE: LOSFA also administers the following programs: The Student Tuition Assistance and Revenue Trust Program (START) and Louisiana Achieving a Better Life Experience
(LA ABLE 529A).  These programs fall under the Louisiana Tuition Trust Authority (LATTA) governing board, which is separate and apart from the Board of Regents, and therefore, not
included in our scope. 

Special Program FY 2017-18 
Appropriations

FY 2018-19 
Appropriations

Louisiana GO Grant $26,429,108 $28,429,108

TOPS (Taylor Opportunity
Program for Students) TECH Early Start

$829,550 1 $322,000 1

Strategies to Empower People Program (STEP) $420,998 $420,998

Chafee Education and Training Voucher Program $250,000 $229,460

GO Youth ChalleNGe Program $0 2 $200,000

John R. Justice Loan Repayment Program $63,245 $63,245

Rockefeller State Wildlife Scholarship $60,000 $60,000

BESE (Board of Elementary and Secondary Education) 
Tuition Program for Teachers

$0 3 $3,3343



Appendix B: Risk Rating Definitions

High

• A serious weakness which exposes the organization to compliance risks in achieving 
objectives or may otherwise impair the organization's reputation. Generally, a high priority 
observation can include any of the following: non-compliance with a regulation or internal  
policy or procedure; or an operational inefficiency, resulting in a material expenditure.

Moderate
• A control weakness, which can undermine the system of internal control and/or operational 

efficiency and should, therefore, be addressed.

Low

• A weakness which does not seriously detract from the system of internal control and/or 
operational effectiveness/efficiency but which should nevertheless be addressed by 
management.

Risk ratings were assigned as follows:
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Appendix C: Payment Edit Permissions by System Role
System Role Special Programs with System Access to Edit Payment Amounts in the Award System

Observation #1
LOSFA-IT Strategies to Empower People (STEP)

BESE (Board of Elementary and Secondary Education) Tuition Program for Teachers
Chaffee Education and Training Voucher
Louisiana GO Grant
Rockefeller State Wildlife Scholarship
TOPS (Taylor Opportunity Program for Students) Tech Early Start
GO Youth ChalleNGe
John R. Justice

Observation #2
LOSFA-SG Louisiana GO Grant

TOPS (Taylor Opportunity Program for Students) Tech Early Start
LOSFA -
SGSP

Strategies to Empower People (STEP)
Chaffee Education and Training Voucher
Louisiana GO Grant
TOPS (Taylor Opportunity Program for Students) Tech Early Start



Appendix D:
Assumptions and Limiting Conditions
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Appendix E: Transmittal Letter
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Appendix F: Management Response Letter



A Professional Accounting Corporation
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